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| Academ

1 — Algorithm (&) 53l

An algorithm is a set of commands that must be ) AL 5 dglaiall G ghadll (e de gana o8
followed for a computer to perform calculations 25 dna y dage 2l o) A A Jad andin
or other problem-solving operations, an g s i) dallae 448 a5 Joe ddad

algorithm is a finite set of instructions carried Ela e @Sl

out in a specific order to perform a particular

Set of rules of
obtain the expected
output from the
given input.

task. it is simple logic to a problem represented

/ Input Output/

as an informal description in the form of a

flowchart or pseudocode.

Algorithm
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2 — Syntax (el dsluall)

Syntax refers to the rules that define the
structure of a language. Syntax in computer
programming means the rules that control
the structure of the symbols, punctuation,

and words of a programming language.

Aaliaal) e pamall 4 Lo 23a3 3l 2] il e panns
Lac 6 Ll daa pdad JS 5 ClalSll g e ) (1
sy Sl el Al 0 4S5 5 el Al
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3 — Statement (Gl 4laall)

Statement is a line of code commanding a
task. Every program consists of a sequence
of statements. Statements are the building

blocks of a program.

Jaly dime dplee 2810 0 o8y e ) SN e ey (oo
o) al | el dama ) Alaall 65 G (S, el

S Aakee ) S 5l Cpaa dapd 2 ) Alos dlac
Al sle yind
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4 — Variable (Ll

Variables are used to store information to be
referenced and manipulated in a computer
program. They also provide a way of
labeling data with a descriptive name, so
our programs can be understood more

clearly by the reader and ourselves.

O Sy il 3 KI5 8 (S (e 5 ske puiall
Zliad 5 Al Glaglaa gl 1 4L ol 285 e (5 gia,
i Sl pasiall et a5 mali ) A Lealadiny
53 G adll elediul 5 WaY lgile ) siall (o (S

Definition Initialization
1 1

data_type variable_name = value
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5 — Data types (<t g i)

Data type Is a classification of data which
tells the compiler or interpreter how the
programmer intends to use the data. Most
programming languages support various
types of data, including integer, real,

character or string, and Boolean.

R A al) g 55 paal s ) il s
&) 5l Caliad i dae y dad 8 Lgiy a0 ) sl
g s AT ) Aad e il

(int) Aapsaall dlacty) o

(Strings) pasaill o

(char) ey a1l o
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6 — Functions (J\s)

Functions are blocks of reusable and b 583350 Aaga el o o8 Al ilaaladll (0 de sans
organised code that usually perform a OSa 5 83330 dagn £l o o83 3 K1) (pe Aliin Cilas
single, related action. They are a crucial o el Jala Baawtia (Sl 8 Lealadind sale
part of programming because they save you RSl AdSas Gaad ) Sl sl ) sall g yas

Function Definition

a lot of time and make your code cleaner.

Parameters
(Arguments)

Function
Name

Return
Type

HEADER H int heading (void) ——{No semicolon]

{
/[statements
return O;
}
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Basic Programming Concepts

7 - Arrays (<l suaall)

Array is a linear data structure where all
elements are arranged sequentially. It is a
collection of elements of same data type

stored at contiguous memory locations.

e el a e e 0 AT padud Ly JSLa (o
paliall () J a2 Gime i 5 (A g il el
Agbiial) Sliball G0 535 A 2o lud 5 G e plasiuly
(Slea JS0 Lle Gillaal) At

X[0] x[1] x[2] x[3] x[4]

One Dimensional 1nt array
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8- Argument and Parameters (<Sklzall)

The values that are declared within a
function when the function is called are
known as an argument.

The variables that are defined when the
function is declared are known as a

parameter.

5 Lo xid sie AN ) Wy oy ) Adadl] el

Lol vie J)sall L) el Jla Y addiiu

e Jainy (o2l g Adlall oy pai 8 2 o all paiall o8
Cadlal) eleai) aie

Parameters

function sum(paraml, param2){
return paraml + param2;

}
sum(5, 6);

Arguments




IL." .. Basic Programming Concepts

qug:nJI cu.u.nJl cuais IE:UI
al Ac

9 — Conditional statements (&a_-4d')

Conditionals are “if-then” statements that b s e ol &l i 8 MASY andind duda yal1 Jaall
determine how code is executed. They’re a key saahy ol 13) 5 aase 058 2 iy o pdl) (38a5 1) (pana

part of decision-making in programming, lelalas o i 3l o s o,

allowing us to control every action a computer
01 if 1st Condition is true
performs. Once a computer follows a set of it iondisai

True

commands in order, we can add conditions to L e

change its behavior based on different elsef

situations.

aof Liaia - 4 sall Ay jall diaalSY)
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10 - Loop (4-; ) psal) uu\)

Loops or Iteration Statements in G e Bae (pma 3 oS 28] a0 dy ) Sl lalal)

Programming are helpful when we need a DS Jliy 4l ) dalad) 50

specific task in repetition. They're essential

as they reduce hours of work to seconds. |,:mm. variable | [ End value | ..,mmm
[count = 0,][10]

print("Run a task")

o daie - 4 gall A jall A<
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11 — Exception (&/sliiuY)

An exception is an event, which occurs 13) 4 55 ) a5 cgealill Juds ol Coany Uad 8
during the execution of a program, that il Qe LY dallas aladiul ol dze Jaladl) o4 ol
disrupts the normal flow of the program's slaal gan die el i Jlass

Instructions.
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12 — Expression () il

An expression is a combination of el die dad ity Jahia gl by e gl s
operators, constants and variables. An 5l b clilee a2 i (e O oS0 () (S
expression may consist of one or more J 52 ele Jil
operands, and zero or more operators to
result = a + b * ¢ . .
|
produce a value. : j
Operand 1 Operand 3
Variable to store l

the expression value Operator 1 Operand 2  Operator 2
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13 - Version Control (< luay) 2 asail)

Version control systems are a category of Gl il 4l aadiin allas s Gl jlaal) 8 aSadll
software tools that helps in recording & s b () shaall e 43 )l 5 (5 paaall 2SI 8
changes made to files by keeping a track of ek Gpan Alla 80 S e AL G laay) )
modifications done in the code. Centralized version control

Workstation/PC#1  Workstation/PC#2 Workstation/PC#3
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14 - Git

A distributed version control system that
tracks versions of files. It is often used to
control source code by programmers who

are developing software collaboratively.

b ppl) il aaiiasy oY) b oS3 i
o e Jaall () shaall iy dpne yall o jLiall
AEE oY) G el 5 el Fie (S g 5yl
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15 — OOP (4xiils!) daea sl

Object-oriented programming (OOP) is oLl Jiai Al Ll e adieg oy rdsad A
defined as a programming paradigm (and 5 Sl JS5 0 S audatil andin dtial) sball 3
not a specific language) built on the concept ULl les 5 a5l 5 Dluall Jigus

of objects, i.e., a set of data contained in

Inheritance |

'Encapsulation

Polymorphism |
newsletter.ashishps.com

fields, and code, indicating procedures —

Instead of the usual logic-based system.
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Object -Oriented Programming Concepts

16 — Classes («lidll)

In object-oriented programming, a class is
an extensible program-code-template for
creating objects, providing initial values for
state (member variables) and
Implementations of behavior (member

functions or methods).

Sladl e (5 siny il cLiny hbhia of QllE
ol LSl (o) oSy Al Cailla gl

class Class-name

{

access-specifier:
data_variable;

member-function

{
body
}
5
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. ODbject-Oriented Programming Concepts

— Inheritance (41_s)

Inheritance is one of the core features of object-

A2l Balels (CnY)) waa O] e & sgda o0

oriented programming. It’s a programming sale) ) Laa (Y1) AT IS il gl § pailias
Sl Qs g 3 K1) aladiad

procedure that allows you to reuse code by
referencing the behaviors and data of an object.
In other words, a class that inherits from
another class shares all the attributes and

methods of the referenced class.
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18 — Polymorphism ( JS&Y) aud)

Polymorphism is a feature of object-oriented
programming languages that allows a specific
routine to use variables of different types at
different times. It is the ability of a
programming language to present the same
Interface for several different underlying data
types and different objects to respond in a

unique way to the same message.

uﬁjﬁuxzmgd\jﬁﬁa\wu&e\muw
o sil) Q5 A3 5 0 ST 3 81 Jaay ddlisa LS haay
IS S danaie LS sl st 53 A1 1) e Jany

Person

Employee
role()

Father Husband
role() role()
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18 - Encapsulatlon (Rudrill)

Encapsulation is a way to restrict the direct
access to some components of an object, so
users cannot access state values for all of the
variables of a particular object. Encapsulation
can be used to hide both data members and data
functions or methods associated with an

Instantiated class or object.

Jraldil) lia) ) Coagy A<l Aaapall A Tase 58
Y Guny dald ULl e Jea g iU AR

2855 i GO 7 1A (e 5 sble L] e sl (S
el 43y ylay Ll 028 ) gam sl e Cilgnl s

- Outside
Code

ENCAPSULATION
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— Abstraction (x23)

Abstraction is used to hide background
details or any unnecessary implementation
about the data so that users only see the
required information. It is one of the most
Important and essential features of object-

oriented programming.

danlu¥) Cilas ) (oo o Lo s Al dualadl o

Abs-{'ro\-ﬁon

<.
Rectanele 3 @o
[~
9 (?b 3
T T z
)
s G i H

i widkthy

it heiglt;
voicl vaf dote) §.2
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- Integrated Development Environment - IDE  ( 4lalSia y ghati 4i)

An integrated development environment (it (AT A DUl g2V e pany el
(IDE) is a software application that helps g Las caal 5 (8 (8 e jll mal ) sl
programmers develop software code 1S Hme e s sing Al ddee () shaall e
efficiently. It increases developer sBAY) masaal <l gal | juda ol aa s,
productivity by combining capabilities such .\

as software editing, building, testing, and

packaging in an easy-to-use application.
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22 — Compilation (4l ey sl

A compilation means to transform a program written
In a high-level programming language from source
code into object code. Programmers write programs
In a form called source code. Source code must go
through several steps before it becomes an
executable program. The first step iIs to pass the
source code through a compiler, which translates the

high-level language instructions into object code.

daa a0 PG cae ol A KU (Jysat dnlee o
Al 628 g dagd o gulall (S 2 S ) (5 siall Aille
=L » sa 5 (Compiler) ax il dai) g Ailaall 528

A yill 03y 2 58
High Level : Low Level
Compilation

Error
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23 - Debuggmg (Aaal) £ UadY) maaua)

Debugging is the process of finding and fixing
errors or bugs in the source code of any
software. When software does not work as
expected, computer programmers study the
code to determine why any errors occurred.
They use debugging tools to run the software in
a controlled environment, check the code step

by step, and analyze and fix the issue.

30 8 dma ) el #Olal 5 GlisS) ddee s
Gl 52l adiind asia JSdy alae (laal 2l
o 35Sl ol 53 yariall aiill andl cUadY) s
el pall Jalaiall 3axEl) e g dipea Lalis
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s e . Software development and programming tools concepts

24 - Break Points (<) hldi)

Breakpoints are critical points in programming bl 288 gy o ull 2 KU 8 (e a8 g0 08
where the execution of code is intentionally 3 _iall adll yasdy ) shaall ey Las odic 18
paused, allowing developers to inspect the state 2 genns £Una ) L) el gaal Jalas

of the program and debug efficiently. By
strategically placing breakpoints in the code,
programmers can step through their application

line-by-line to identify and resolve issues.
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25 — Libraries (4l cilisall)

Programming libraries are useful tools that
can make a web developer’s job more
efficient. They provide pre-written, reusable
chunks of code that developers can use to

create applications quickly and easily.

sale Y ALIEN Cailla o 53 saladl o SV (e de gana 2

Ana alge 288 e () ghaall aelid Al aladsuy)
g il p2AS jaiall e 2 SIS ) daladl g g0

Aaiadic Cailda g g yie dga ) G & o8
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qug:nJI cu.u.nJl fuags lslll
ntern al Ac

26 — Framework (2l YY)

A framework is an organized set of tools ol gl Al Ay jh gy JalSie ey aldas 8
and libraries that help you accomplish arlati g & 5 pdiall el A€ aay Clayndatl) £LATY 3 als
things in a specific way, sometimes with e cn ) shall aelud ¢l gal g Cili€a 8 g g e )
less code. askill ay
‘ Your Code ‘
vou .mm//‘\mm@ﬂ,
g M ==
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27 — Application Programming Interface - AP| ( <iliukill 4o » 4galy)

API full form is an Application Programming Glanbill mand Al il oY) g 2e) 8l e de gana o
Interface that is a collection of communication ]l Lecans e Dol il dalia ) dak "‘y\j

protocols and subroutines used by various programs . ) ) o .
s AY) Glankl) auasl\@dstsm«swkﬁjz

Lelee ST AR Jpalill 48 pa ) Aslall 5

to communicate between them. A programmer can

make use of various API tools to make their program

easier and simpler. Also, an API facilitates HOW AN APl WORKS

programmers with an efficient way to develop their @ o o
—> -> -> ->

software programs. - - §‘
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. Web development concepts

— Web Services (cusl “lasd)

A web service is a set of open protocols and
standards that allow data to be exchanged between
different applications or systems. Web services can
be used by software programs written in a variety of
programming languages and running on a variety of
platforms to exchange data via computer networks
such as the Internet in a similar way to inter-process

communication on a single computer.

3B eIl il Clgal g ol et cay o) cilana
e gandl Lpany ae Jual gl A8l ) L)
Gladd Jaati Bas ga OV oS g gy aladiuly < YY)
reany lae dilisall dadail) G el S gl
e Jaxd landat oy Glaadld) g bkl 4S L
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- Authentlcatlon (A2aliaall)

Authentication is a term that refers to the i Sleall sl ansiiall 4y oa (e gaaill Alac
process of proving that some fact or some 8 sall ol sadaill ¢ aUail) ) J g il A el
document is genuine. In computer science, @z pad pe Jead g Jde 66l ae by
this term is typically associated with Anluall Sl sleall g Sl ks

proving a user’s identity. Usually, a user
proves their identity by providing their

credentials.
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30 — Authorization (u%:sdill)

Authorization refers to the process of any oLl JAs aledy aadtisall rans be waat dolee 5o

determining what actions, resources, or data ) sl st 2 o el 4 58 (e (53T

a user or system is allowed to access. It is a Sadball 5 cpeadival ol e ol Lina 3 ) g
Authentication Authorization

key component of security in applications

and systems.

Confirms users Gives users permission
are who they say they are. to access a resource.

okta
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31 — Model-View-Controller - MVC (aSai-ga - 3 sai)

MVC (Model-View-Controller) is a pattern in
software design commonly used to implement
user interfaces, data, and controlling logic. It
emphasizes a separation between the software's
business logic and display. This "separation of
concerns” provides for a better division of labor

and improved maintenance.

Clapdaill ) shai 8 aadling (5 jlare aranal laai
&b M ggry Aigya SIS Gulaill Jra g 2 K11 alai]
Ay o) el A0 ) Gaaill Ay 2 68 Dluall
Gl g bl 558 e Jsswdll - Model @

el AUl (= e e J gl @ View o

axidl o Jeldlll e J g3l : Controller o

. aaill
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32 - ModeI-VleW-VlewModeI - MVVM (g3 348 o - e -z 3 gad)

MVVM (Model-View-ViewModel) is a (liplail) pghat 8 addiiy (5 jlers arecal aai s
software architectural pattern that helps separate it Jie aadiiual) cilgal § Gliplat & dals
an application’s user interface (Ul) from its oty S w285 S padan s Qi sall 5 sl
business logic or back-end logic. MVVM b Los adiinsal feal s oo JeY) shie Joadl

breaks an lication into different componen .
application into different components 3l Sl ¢ L U (e ST 3 S

to facilitate development and make its code
EPRENY Y

easier to test, maintain and expand.
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33 — Software As A Service — SAAS ((4wiS cliaa sulf)

Software as a service, widely known as SaaS, is Sy Sy i YY) yie gl jl) and@il 23 gad oo
defined as a method of delivering applications S Aalall o e Lealadind 5 Ll J s o) (preniiicaall
over the internet. The ‘as a service’ aspect of DRI eyl Jailss o g gl (o Glaa L
SaaS means that companies do not have to s Lee Aanall 3y 3o U8 (o 4la) s Agad e

worry about installing, renewing, or e .
y J J o Ulle Ul Al clipay

maintaining software on-premise. Instead, they |  _ ... e

can simply access whatever service they need @

oooooooooooo

and pay for only what they use.
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34 - Search Engine Optimization - SEO (<) &ils aa ¢ypwal)

SEO (search engine optimization) is the Clasill (je de gana o4 Canall GUS jas (sl
practice of optimizing the performance of a Cusll @dsa ) seda 3 3 anddind Al Cilaad) LY
website by changing its structure and ) Bagi Gl GlS jae e dilaall Gl il b
content to increase its visibility and web Dol e il )

traffic. It helps in improving the quality of
your website and increases the viewer-to-

customer conversion rate.
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35 — Content Management System - CMS (s siaall 5 13 alas)

A content management system (CMS) is a web
application or software that manages digital
content, allowing multiple contributors to
create, edit and publish from a single
dashboard. Content in a CMS s typically stored
In a database and displayed Iin a presentation

layer based on a set of templates like a website.

e 6 sinall dand 53 10l 5 L) (8 de iy el 0 8
Al 48 pra ) daladl () 93 Al sgu ) 8 5
s Y alial ol gl fLEY a5 Gt e
A LAY a8 sall 5 (IS LAl A8 5
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36 — System Resources ( adaill 3 ) sq)

System resources refer to the various

allad Leaadiny Al daaa jll g dpalall U Sl o

hardware and software components that a a8 (e 3 ) sall 3] 3 3618Ss Jaall culipadail)  Jasiiil)

computer system provides and manages. Gilalaal) e Jale JSG) Leay ) 68 Glanal Juadal) ol

These resources are essential for executing

programs efficiently and securely.

Al el i s
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37 — Synchronization () jal)

Synchronization is the cooperative act of two or
more threads that ensures that each thread
reaches a known point of operation in
relationship to other threads before continuing.
Attempting to share resources without correctly
using synchronization is the most common

cause of damage to application data

sle el s e Clleadl ol bl Guaiiddee o
(b PR (380 g (gl Fie JS Leiaat lanal dalai
(i) ae ) ¢ ¢ Jasditll dadai) i daliae Y lag

5aawial) il ) ki 5 bl (p HAA0 el

RERIIAT
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38 - Operatlng System (Jsddl) allad)

An operating system (OS) is the core piece
of software that typically manages and
controls the interconnection of hardware
and software on a computer. The OS Is
loaded upon start-up and is the key piece of
software needed to operate any

computerized device.

Dhsry gmlall ) sa b (A ) ali ) s
O o 5 S Jany Clagail) 5 el jall Jpedil 4y,

zeal all ity ey Law doliall 3 3¢a 1 5 aasidl
Allad g dalaia 48, yhay el 5¥) i g

ohd . ¢
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39 — Cross Platform (<baiell s

The cross-platform or multiplatform software is a
type of application / program / software that works
on various operating systems or devices, which are
often called platforms. A platform means an
operating system such as Windows, Mac OS,
Android, or i0OS. When an application runs on more
than one platform, the user can use the software on a

wider variety of devices and computers.

Gk Ll sy Cilima ll skl 8 2 ggde 8
Qﬁh@ﬁﬁbdﬁﬂhﬁi&dﬂh\j
Juladl PRERI e.LL.'\ JST ) Al sale ) ) dalall
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40 - Basic Input Output System - BIOS (sbe) g1 AY) g JUaY) alksi)

BIOS stands for Basic Input/Output System.
BIOS is a fundamental component of Computer
Systems , serving as a bridge between the
hardware and the Operating System. This
critical firmware is embedded in the
motherboard, providing essential functionalities

for the system's initialization and operation.

}M\B}eg‘!e“!\ da sl 8 et il o ga
(i YLt 5 )] 5 allaill Jaedd el addiin
Ji Jleall Jsii e J e Cilana jall 53 32 Y)
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41 - Kernel (315

The kernel is a core component of an operating
system and serves as the main interface between
the computer’s physical hardware and the
processes running on it. The kernel enables
multiple applications to share hardware
resources by providing access to CPU, memory,

disk 1/O, and networking.

s sl Jidi die abieat oy e ja sl A 3153
LSS VR EN KGR I PES | [P SVENpRE WU S A P WO

+
CPU

¥ '
lMemury] lneviceal
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42 — Central Processing Unit- CPU (48 sall dallaal) 3aa o)

CPU [Central Processing Unit]. It is the brain of the Y ER I TP TRGITENSUR BN T | g 3| YA
computer. It is the part that does most of the work Iin Jals bl 583 5 00l 5 duslaiall 5 dubual) cillaal

a computer system. Just like how our brain controls el
our body and processes information, the CPU carries i
out instructions from programs and performs

calculations. It’s made up of smaller components that
work together to execute tasks, making it the heart of

any computing device.
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43 - Random Access Memory - RAM ( (sl sdad) J ga gl 5 513)

Random Access Memory (RAM) is a type
of computer memory that stores data
temporarily while a computer is running.
It’s called “random access” because the
computer can access any part of the

memory directly and quickly.

28 ral jl) g LW (g JAST A0S day juu 438 50 3 HSI
Ll J o slls ellrall sy Las i gaaSl) 8 il

”»

AL
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a4 - Read-only memory - ROM (43S all dallaall 323 g)

ROM stands for Read-Only Memory. It is a
non-volatile memory that is used to store
Important information which is used to operate
the system. As its name refers to read-only
memory, we can only read the programs and
data stored on it. It is also a primary memory

unit of the computer system.

« e Q_“AJ‘ JSA. - QU\_&J\A. . ver ..,6 ‘M\ . N
Jarlis ) = b Jadiag S Rl
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45 - Open Systems Interconnection - OSI Model (Z.sdall Juai¥) 73 sad)

Open Systems Interconnection (OSI) model

53623 el 5 RS oy 5515 e ]

describes seven layers that computer systems Cua Gl 7 (pe (S (arall Lgaany e ISLE

use to communicate over a network. The OSI
model is divided into seven distinct layers, each
with specific responsibilities, ranging from
physical hardware connections to high-level

application interactions

O bl Jas u_c\ FM.MB 3Adaa dauds g dsua (K
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46 — TCP/IP Model (<) 73 gad)

This model defines how data is transmitted over
networks, ensuring reliable communication between
devices. It consists of four layers: the Link Layer, the
Internet Layer, the Transport Layer, and the
Application Layer. Each layer has specific functions
that help manage different aspects of network
communication, making it essential for

understanding and working with modern networks.

(Al e 3 jea ) Jra il axdiug Jee sl 5o
(Ll ¢l auei 1S sy s iy Gll3 3 Ly
e S Ll sa g Jlaia g clgllasil

TCP/IP Model
Application

Transport
Network

Data Link

Physical
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47 - Extensible Markup Language - XML (3aied A48 5 il 421)

Extensible Markup Language (XML) lets you
define and store data in a shareable manner.
XML supports information exchange between
computer systems such as websites, databases,
and third-party applications. Predefined rules
make it easy to transmit data as XML files over
any network because the recipient can use those

rules to read the data accurately and efficiently.

bl a5 G 33 5 el a5 40y e 5 A1 58
A5 Y ATV 5 i) 8 (e Lge) S8 (S 48y ko
o e Lelany Loa Lgbm 5l paiiindt Jy L) gia jal

<? 'L c :"1.0"?> LR NN 3 . .‘ . . . o,
<qﬂpversmn . 1 ;S S\ ’ ! \>[\ " L..Jl.:\:}gj\ 5
<ganda seq="1">

<question>

Who was the forty-second
president of the U.S.A.?
</question>
<answer>
William Jefferson Clinton
</answer>
</ganda>
<l-- Note: We need to add
more questions later.-->

</quiz>
XML
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48 — Uniform Resource Locator - URL (¢aliad) 31 sall 28 ga 3034)

URLSs are sometimes called web addresses. 3y 50 5) ad ge ol aaiing A 3y 5l () gind) s

Like street addresses, URLSs are unique, and O3y sea o cale o) s daiia Jio i iyl e

lead to specific online resources. These 4ilSa 5 2 ) gall (M) J a5l A€ 238 )l B30 (4
resources could be HTML or CSS files, API PR EN{ppars
endpoints, and much more. uthority

?://:? farray-data-structure ?

Scheme Domain Name Port Path to the File  Query Parameters Fragment
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49 — Firewall (&leall jlaa)

A firewall is a network security device either 5 ¢! Llaal Sl (i SalalS Jeny el aldai g8

hardware or software-based which monitors all A a il le 7 eaall e A g IV Cilapagdll (g

incoming and outgoing traffic and based on a

defined set of security rules it accepts, rejects,

| A 2 g1l (e de sana ) 13l

or drops that specific traffic. It acts like a

Firewall

security guard that helps keep your digital

world safe from unwanted visitors and potential

threats.

se Aiate - 40 gl Ay yall LSy



LS

qug:nJI cu.u.nJl deagslsyl

, Networking and Communication Concepts

al Academy

50 — Web Application Firewall- WAF (sl ciliuail 4as jlaa)
(e i Y e Gleadld) g a8l sall les e Jany

Dol A8 ja and g Jalady 4 g STV Cileagdl
5 Ll bl LS 5 ) ket 1) 53,50

A Web Application Firewall is a security tool that
protects web applications and APIs from malicious
requests and cyber attacks. WAFs are a critical
defense for enterprises and online businesses that
need to protect sensitive data.

WAFs work by analyzing each HTTP/S request and
blocking or filtering out any malicious requests.
WAFs can also help with load balancing and provide

visibility into web traffic.

AN ) el o) J Leazad )

0 | ’ o
’ [ ee]

[ ee]

— L ee]

HTTPS Traffic
Sources

WEB APPLICATION DESTINATION
FIREWALL SERVER
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51 — Database («lilal) 52012)

A database is an electronically stored,

systematic collection of data that can include

words, numbers, images, videos, and other

types of files. Databases are managed using

specialized software called a Database

Management System (DBMS), which allows

users to store, retrieve, and manipulate data

efficiently

se Aiate - 40 gl Ay yall LSy
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52— Database Management System - DBMS («libsd) a0 58 5 1) alad)

A Database Management System (DBMS)
IS a software system that allows users to
create, define, manipulate and manage
databases. It provides a way for
organizations to store, organize and retrieve
large amounts of data quickly and

efficiently in an organized manner.

43 5aal) Ul £l siasd 5 55130 5 oLl mamsy el
Aga)y b gl o g8 Aial g Allad A4 Hloy LG 0] 8
O30 Sl (I Jseasll () shaall 5 (aeadiall
AN AL g il Jalal 1) el
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53 — Structured Query Language - SQL (wbilbull 5 1a¥ 4al)

Structured query language (SQL) is a programming
language for storing and processing information in a
relational database. A relational database stores
information in tabular form, with rows and columns
representing different data attributes and the various
relationships between the data values. You can use SQL
statements to store, update, remove, search, and retrieve
information from the database. You can also use SQL to

maintain and optimize database performance.

Sl e Y| &l yiul 93 )Y em@}w@
JAa) A aaaiud g 4@ dall GQULull ac) 8 8 45 34l
Aadlagy Leela il g clgdda dLgfhass ccnlilul)

hl ERP Application | v
& | web Application | < | .
- Dynamic Website f<— ' .

Software
Applkalion
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